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Preface
Informed management and EDP professionals are increasingly seeking 
better ways to assure the effective and efficient use of EDP resources. 
This mutual interest is often frustrated by communication difficulties. 
Senior managers recognize their need for insight into their uses of EDP 
but may be discouraged by its technical jargon and its inherent complexity. 
Similarly, EDP managers are hard put to communicate accurately with 
enterprise managers without using highly specialized terms and concepts.
As a consequence, senior executives often need some other approach 
to assist them in evaluating the use of EDP. The process described in 
this report consists of periodic, systematic operational reviews of the 
effectiveness and efficiency of the EDP function, sometimes referred to as 
EDP operational audits. These reviews provide a basis for understanding 
between managers and computer specialists so that questions and decisions 
can be handled in an environment of mutual knowledge and confidence.
This report deals with the reasons for conducting EDP effectiveness 
and efficiency reviews and the matters that should be considered. It does 
not propose authoritative technical standards for conducting the reviews.
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Introduction
A frequent complaint from top management is that the costs of the data 
processing activity continue to increase at a rate disproportionate to other 
functional areas. A rising EDP budget does not necessarily indicate a prob­
lem, but the advance of computerization and the centralization of many 
previously separate activities make their costs more visible, and their 
results, whether good or bad, more readily apparent to management. Man­
agement’s concern with costs focuses primarily on justification—that the 
services being provided meet the needs of the organization.
EDP has had a significant impact on many enterprises. This impact 
will continue to increase. Today, many organizations could not function 
without computers, and there are very few executives who are not affected 
on a day-to-day basis by EDP. An objective assessment of the EDP function 
has become important in ensuring the continued well-being of the organiza­
tion. However, ascertaining whether it is both effective and efficient requires 
a unique set of skills that many organizations do not possess.
D efin ition  o f an  EDP O p era tio n a l R e v ie w
The objective assessment of the data processing function is usually 
referred to as either an EDP operational review or an EDP operational 
audit. It is a systematic study conducted by experienced and technically 
competent personnel of an organization’s EDP activities (or of a stipulated 
segment of them) in relation to specific objectives for the purposes of (1) 
assessing performance, (2) identifying opportunities for improvement, 
and (3) developing recommendations for improvement. Its scope may 
include all aspects of the data processing function, from overall planning 
and organization to specific operating procedures, as well as the EDP 
department’s relationships with users and with top management. Alterna­
tively, some aspects of an organization’s EDP activities may be specifically 
excluded from the study, or special emphasis may be given to certain 
matters.
When the review is conducted for a special purpose, the scope will be 
limited and the report will vary accordingly. For example, (1) a review 
conducted because of a proposed merger or acquisition would probably 
concentrate more on an evaluation of quality and possible integration and 
less on short-term recommendations for improvement; (2) a review of a
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specific application might deal only with the effectiveness of the applica­
tion and not deal with other EDP matters such as project control, planning, 
or personnel administration; or (3) a review might be limited to a single 
function, such as data entry.
The “deliverable product” of a review varies considerably, depending on 
circumstances and on the needs and preferences of both management and the 
reviewer. Frequently, it is a report describing the work done, identifying areas 
that need improvement, and presenting specific recommendations. The recom­
mendations should be sufficiently detailed to enable management to under­
stand and evaluate them and to authorize their implementation. In some 
instances, it may be necessary to recommend further and more intensive 
study in specific areas.
Because of these and other variables, the objectives, scope, approach, 
and deliverable product for each EDP operational review should be 
established in advance.
O ccasions fo r  EDP O p era tio n a l R e v ie w s
The importance of objective evaluations of the data processing function 
increases as an organization becomes more reliant on its computer. It is 
obvious that some regular review schedule is desirable, although the need 
clearly depends upon individual circumstances. In addition, certain situa­
tions may create concerns and cause management to request a special 
review of the EDP function. Typical situations that trigger such reviews 
are these:
• Costs for EDP services that appear excessive
• A major shift in corporate plans
• A proposal for a major hardware or software upgrade or acquisition
• An inability to attract and retain competent EDP executives
•  A new EDP executive’s need for an intensive assessment
• An inordinate amount of personnel turnover within the EDP department
• A proposal to consolidate or distribute EDP resources
• Major systems that appear unresponsive to needs or are difficult to en­
hance or maintain
•  An excessive or increasing number of user complaints
S cope o f an  EDP O p era tio n a l R e v ie w
The scope of an EDP operational review will vary depending on man­
agement’s requirements, problems, and the importance of EDP to the
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organization. Management’s concerns include cost/benefit relationships, 
plans and achievements, the acquisition and utilization of resources, and 
user relationships; therefore, an EDP operational review would usually 
consider the following matters:
The adequacy of administrative control exercised by top management 
including the degree of formal planning, the monitoring of EDP activities, 
the budgeting process, and the communication between EDP and top 
management.
The appropriateness of the EDP organizational structure to its mission 
including the assignment of responsibilities, the communications within 
EDP, and the methods of acquiring, developing, educating, and retaining 
competent people.
The adequacy of systems development and implementation policies and 
standards to provide technical and operational compatibility and to ensure 
proper understanding by EDP personnel of such factors as project manage­
ment, design practices, documentation, programming, and the roles of user 
and internal audit personnel.
The suitability of the hardware, software, and operating facility including 
planning, expandability, financial implications, resource utilization, security, 
and control.
The responsiveness of application systems in meeting the needs of the 
organization and users including whether users are satisfied with the services 
being provided and the adequacy of controls, file and program design, and 
integration of application systems.
Many of the elements involved in performing EDP reviews are similar 
to those in conducting operational audits in other functional areas, although 
different types of technical expertise are required. In each case, a work 
plan or program should be developed that is appropriate to the circum­
stances and objectives of a particular study. Every work plan should pro­
vide for especially close study in areas of specific management interest. It 
is often desirable and economical to perform a broad, top-level review of 
all key factors to identify those areas that should be subjected to a more 
intensive study, rather than becoming immersed in the detail of every 
aspect of EDP at the outset. Most work plans will include the following 
basic elements.
Interviews conducted with executive and financial management, user 
management and operating personnel, EDP management and supervisory 
personnel, internal auditors, and management of key functional areas not 
served by EDP.
Inspection of organization charts, EDP position descriptions, policy 
and standards documents, planning and budgeting information, depart­
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mental expense statements, project initiation and feasibility study records, 
project management records, systems development practices, system 
documentation (including system and program descriptions, input and 
output forms and reports, and EDP and user operating instructions), com­
puter utilization statistics and reports, EDP and user training programs 
and records, and reports of prior evaluations of EDP activities.
Observation of user department processing, data control activities, data 
entry processing, computer operations, and physical security practices.
Analysis and evaluation of information obtained to determine whether 
the EDP function operates as planned in a controlled manner, whether 
costs are reasonable based on benefits received, whether areas for possible 
improvement can be identified and recommendations made, or whether 
matters exist which must be studied in more detail.
Communication of results of the review to top and EDP management, 
including the scope and approach of the review; findings and recommenda­
tions for corrective action; and areas that require further study.
A pproach  to  P erfo rm in g  EDP
O p era tio n a l R e v ie w s
Actual selection of an approach for performing an EDP operational 
review for a specific organization depends on a number of factors, includ­
ing the level of in-house skills, availability of in-house personnel, and 
desire of management for a review by persons outside of the organization. 
The following are some of the options available for conducting a review 
of EDP effectiveness and efficiency.
Self-evaluation. A review by internal personnel with the necessary level 
of EDP expertise and technical skills may be the least expensive approach. 
Also, the staff’s existing familiarity with the organization generally results 
in faster start-up. Such a review is usually performed by a project team 
and could include representatives from EDP, key user areas, internal audit, 
or others with the requisite expertise. Alternatively, large multidivisional 
organizations may use personnel from other divisions, or internal con­
sultants, to perform the review.
The disadvantages of self-evaluation include (1) a possible reluctance 
or inability to be objective because of prior knowledge or preconceptions, 
insecurity, or personal relationships with fellow employees; (2) the 
personnel may lack the needed technical skills and experience in conduct­
ing reviews, or it might be difficult to blend the skills available from many 
disciplines; and (3) it may be impractical to remove competent people from 
their day-to-day activities.
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Use of internal auditors. This approach also provides the advantages of 
knowledge of the organization and no out-of-pocket costs, although many 
organizations do not currently have an internal audit group of sufficient 
numbers and technical skills to perform EDP operational audits on a 
regular basis. However, internal audit groups are increasingly developing 
EDP skills and often identify operational inefficiencies while executing 
their auditing programs.
Use of outside consultants. Many independent accountants and consult­
ing organizations provide these types of services. They typically bring the 
desired level of objectivity to the review and are able to supply the various 
technical talents required. Usually, this approach is least disruptive to the 
organization, but it does require an added out-of-pocket expenditure.
Combinations of these approaches can also be utilized. For example, 
when outside consultants are used, it is usually desirable to assign at least 
one internal person to the project team. This will provide valuable train­
ing and experience to the in-house staff and also enable a faster start-up.
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Suggested Areas of Operational 
Review
The EDP management practices and operating procedures that might be 
included in an EDP operational review follow. These matters are not 
intended as a checklist or work program but are an overview of subject 
areas that should be considered when planning the scope of the review and 
preparing a work program. Circumstances leading to the decision to con­
duct a review, and good judgment, will dictate the matters to be in­
vestigated, the depth of the investigation, and the procedures to be em­
ployed to meet the objectives of the assignment.
The practices and procedures suggested for review are presented within 
the following five sections. Each section consists of a brief introduction 
followed by an outline of the more significant and relevant items:
Administration and Control of the EDP Function
Management of the EDP Function
Application System Development and Implementation
Computer Operations and Related Activities
Application System Operation
A d m in is tra tio n  and C on tro l o f th e
EDP F unction
An EDP operational review will usually consider the relationship be­
tween top management and EDP, the means by which top management 
directs and controls EDP activities, and the ability of EDP to provide 
an adequate level of service to users. Fundamental considerations such as 
the degree and type of centralization, the extent to which authority is 
delegated, the types of management controls used throughout the organiza­
tion, and the organization’s overall management structure and style will 
affect the way EDP is perceived and utilized. The assignment of priorities 
and distribution of EDP resources, user satisfaction, and the internal 
organization and control structure of the EDP function will also reflect 
these fundamental considerations.
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Position of EDP Within the Organization
1. Reporting relationship between EDP and top management
• Organizational placement of EDP
• Techniques for directing and controlling the EDP function
Individual executive
Committee
Users
2. Structure of the EDP function related to the organization
• Centralized, decentralized, other
•  User autonomy
Image of EDP Within the Organization
1. Executive and operating management perceptions
• Cost effectiveness
• Accuracy and timeliness
Developmental activities 
Production processing
• Responsiveness and cooperation
• Competence and initiative
• Contribution to organizational objectives
EDP Planning, Budgeting, and Controlling
1. Short-term and long-term
• Establishment of objectives
• Assignment of priorities
• Responsibility for preparation and approval of plans
• Scope of the plans
• Coordination between short-term and long-term plans
• Integration with the organizational plans and planning process
• Monitoring of the plans
• Frequency of update
2. EDP budgeting
• Procedures for budgeting
• Responsibility for preparation and approval
• Relationship to short-term and long-term plans
• Coordination with organizational budgeting policies
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•  Frequency of update
•  Monitoring of performance
• Cost accounting and chargebacks
M an agem en t o f th e  ED P F unction
The analysis of EDP’s internal administration and management should 
consider relationships among EDP personnel and among EDP functional 
areas, recruiting and retaining competent people, and providing adequate 
career paths and opportunities for personnel development.
Organizational Structure
1. Reporting relationships
• Organizational functions
• Spans of control
• Division of responsibilities
2. Communications methods and techniques
Personnel Administration and Policies
1. Recruiting
• Sources of candidates
• Screening, evaluation, and selection
• Coordination of recruiting with plans
2. Personnel policies and practices
• Position descriptions
• Performance reviews and promotion practices
• Policies unique to EDP
• Turnover
3. Salary administration
• Organization and departmental policies
• Industry and geographic comparisons
• Compensation review policies
4. Education, training, and career development
• Training policies and objectives
• Training methods
Internal programs
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External programs
• Availability of reference and educational materials
• Skills inventory
•  Career path planning
•  Costs
A p p lica tio n  S ys te m  D eve lo p m en t
an d  Im p lem en ta tio n
Timely and accurate implementation of new and responsive EDP 
systems often proves difficult to achieve and is a major concern of man­
agement. Development efforts that overrun time and cost estimates are 
visible to both top management and user personnel and are frequent 
sources of friction. It is therefore desirable to review the procedures and 
practices used to design, program, test, and implement new and modified 
systems. Consideration should be given to such aspects as whether all sys­
tems are developed internally, the extent of user and internal audit par­
ticipation, the cost of maintenance activities, and ability to manage EDP 
development projects. The existence of adequate standards for systems 
design, documentation, testing, controls, and operations should also be 
considered, as well as procedures for ensuring adherence to the standards.
Project Initiation and Feasibility
1. Project initiation process
• Request and approval procedures
• Integration with organizational and EDP plans
• Top management involvement
• User department involvement
2. Feasibility study process
• Statement of objectives
• Analysis of alternatives
• Benefit/risk analysis
• Economic analysis
• Resource requirements
• Organizational impact
• Security considerations
• Review and approval procedures
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Project Planning and Control
1. Project planning
• Project planning techniques
• Documentation
•  Authorization for changes
2. Project control
• Project organization
• Project management
• Progress reporting and monitoring
Systems Design and Programming
1. Design practices and procedures
• Elements of design
Requirements definition 
General systems design 
Detail systems design 
Program specifications 
Implementation planning
• Standards
Documentation 
Application controls 
Technical
•  User participation
• Internal audit participation
• Integration of computer and manual systems
• Progress reporting and monitoring
• Sign-off procedures
2. Programming practices and procedures
• Standards
Documentation
Programming languages and conventions 
Technical
• Programmed control techniques
• Progress reporting and monitoring
Testing and Implementation
1. Program and systems testing procedures
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•  Documentation standards
•  Testing techniques
• Planning and scheduling practices
•  User participation
• Internal audit participation
• Sign-off procedures
2. Conversion procedures
• Planning, scheduling, and training
• Resource planning and allocation
• User participation
• Internal audit participation
• System acceptance
Post-Implementation Reviews
1. Assignment of responsibility
2. Timing
3. Scope
• Comparison of results to objectives
• Analysis, reporting, and follow-up
Systems and Program Maintenance
1. Initiation and approval process
• Functional enhancements
• Technical modifications
• Corrections
2. Allocation of resources
3. Adherence to technical standards and documentation standards
4. Systems testing and acceptance
5. Costs
C om puter O pera tion s an d  R e la te d  A c tiv itie s
The most visible portion of the EDP function to management and most 
users is the output produced as the result of day-to-day production process­
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ing. The most common occasions of user complaints are lost data, in­
correct processing, incorrect reports, or reports that are not delivered on 
time. It is important to identify these matters and analyze the input, process­
ing and output activities, control and security practices, equipment per­
formance and capacity, and other support practices which contribute to an 
effective and economical computer processing operation.
Data (Input/Output) Control
1. Assignment of responsibility
2. Scheduling
3. Logging
4. Control and distribution of output
5. Error correction and resubmission
6. Clerical procedures
7. Training
8. Productivity
Data Entry
1. Scheduling
• Coordination with user
• Coordination with EDP
2. Data preparation
• Equipment
• Utilization and productivity
3. Operator procedures
• Controls
• Standards
• Documentation
• Training
•  Logging
4. Costs
• By function
• By application
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Computer Processing
1. Scheduling
• Techniques
• Coordination with users
2. Hardware
• Configuration and cost
• Capacity and utilization
• Reliability
• Contractual commitments
3. Operator procedures
•  Documentation
• Training
• Console logs
• System recovery procedures
• Quality control procedures
File Library
1. Standards
2. Procedures and records
3. Access control
4. Physical security
5. Retention and backup policies
Security— Facilities, Equipment, and Data
1. Access control
2. Contingency planning
3. Disaster recovery
4. Monitoring
5. Insurance coverage
Technical Support
1. System and utility software
• Generation and maintenance procedures
• Degree of customization
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2. Data base and teleprocessing software
•  Generation and maintenance procedures
•  Audit trails, controls, and documentation
• Degree of customization
3. Technical personnel
• Level of expertise
• Interface with applications programmers
Related Activities
1. Administrative services
• Purchasing
• Forms and supplies control
• Purchase and sale of EDP services
• Microfilm/microfiche
• Decollating and bursting
2. Housekeeping
• Standards
• Environmental controls
• Cleaning and maintenance
• Storage facilities
A p p lica tio n  System , O pera tion
An EDP operational review may include a review of one or more major 
application systems to ascertain whether user needs are being met, 
whether management receives the needed planning and control informa­
tion, and whether the system design is appropriate to operating require­
ments and to the hardware and software environment. The review of an 
application system would also consider whether original design criteria 
were met, whether documentation and user procedures are complete and 
up to date, and whether alternative approaches exist that would provide 
the same or better level of service at lower cost. An in-depth review of 
application systems may also be the subject of a subsequent and separate 
study arising from an initial broad review of the EDP function.
General Characteristics
1. Program language(s)
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2. Integration with other applications
3. Processing mode (batch, on-line, etc.)
4. Adherence to standards
5. Costs
6. Maintenance history
Processing Characteristics
1. Program flow
2. Data flow
3. Input editing and controls
4. Outputs
5. Restart capabilities
User Interface
1. Data entry
2. User procedures
3. Reporting
4. Service levels
5. Relationship to current needs
Documentation Status
1. System
2. Programs
3. Procedures
File and Input/Output Methods
1. File organization
2. Access methods
3. Data base techniques
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